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When asked what they lose sleep over at 
night, General Counsel and Chief Executive

Officers often give the same answer, “data breach”
— and with good reason. A recent IBM study put
the cost of the average data breach at nearly $3.5
million dollars. Of course, the larger the breach, 
the larger the price tag.

There is a sense of inevitability in the recent scourge
of data breaches. Boards of directors and corporate
leadership teams worry about the size and unpre-
dictability of the risk, but are unsure what to do
about it. 

Cyber insurance that mitigates losses from cyber
incidents is a new, hot product being considered by
many businesses, especially those that take payment
cards. Not all cyber insurance policies, however,
cover the boards of directors, agency fines, and non-
personal proprietary data that are stolen. Coverage
depends on the policy purchased. Consequently,
there is a lot left to worry about even with a good
cyber insurance policy. 

The Legal Landscape
The United States, unlike the European Union and
many Asia-Pacific countries, does not have a federal
data breach law. Instead, 48 of the 50 states and
many U.S. territories have enacted their own data
breach legislation. These are enforced primarily by
states’ attorneys general. 

At the federal level, consumer privacy is legislated
industry-by-industry. For example, financial institu-
tions are governed by their prudential regulators and
the newly minted Consumer Financial Protection
Bureau (“CFPB”). Another example concerns the
healthcare industry, which must adhere to the
Health Insurance Portability and Accountability 
Act (HIPAA) — the healthcare privacy law admin-
istered by the Department of Health and Human
Services (“DHHS”).

The Federal Trade Commission (“FTC”) is the lead
federal agency regulating cyber security and data

privacy for much of the rest of U.S. commercial
enterprises. The Commission has brought actions
against the retail, hospitality, and technology indus-
tries, among others, for failure to maintain (what the
FTC considers) sufficient cyber security. In other
words, the FTC has sued private companies on
behalf of U.S. consumers under the Federal Trade
Commission Act for allegedly not having appropri-
ate technology security protocols, failing to main-
tain proper privacy or security policies, touting
greater data security practices than were actually in
place, and lacking employee training on information
security practices, among other things. 

On the state level, North Carolina’s data breach law
is typical. The office of the North Carolina Attorney
General, Roy Cooper, enforces North Carolina’s data
breach statute, which applies to any North Carolina
business that owns, licenses, maintains, or possesses
“personal information” about state residents,
whether in digital or paper format. “Personal infor-
mation” is a consumer’s name or initial and last
name combined with identifying information such
as a social security number, driver’s license number,
account number, credit card number, debit card
number, password, biometric identifier, fingerprint
or password. 

The North Carolina data breach statute mandates
that individual consumers be notified “without
unreasonable delay” in the event an unauthorized
person accesses their information in a manner that
may cause that consumer harm. (The “breacher”
may be an employee, former employee or a hacker.)
As a practical matter, notice often is expected to be
given within two weeks of a data breach, unless
there is a need to extend the deadline in order to
work with law enforcement. 

Regulators like the FTC, DHHS, the Attorney
General, and the financial regulators appear to be
cracking down hard on privacy and data security.
This is a growing trend that shows no sign of 
slowing.

The Risk Assessment
A company can protect itself from data breaches by
getting a regulatory and cybersecurity risk assess-
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ment. A risk assessment will do several things. First,
it will identify vulnerabilities and threats that exist
in your company and help you plan ways to treat
those risks. A good risk assessment balances risk
treatment with your business’s goals and resources
and documents that process. 

Second, working with a privacy and cyber security
lawyer, the assessment will enable your company to
build information security and privacy policies to
create a cybersecurity-minded culture and help 
insulate the company from legal risk. This is much
like anti-harassment and EEO (equal employment
opportunity) policy processes. 

Third, after the risk assessment is completed, 
the lawyer and the IT professional will help you
implement a complete information security plan by
working with your team to train employees on the
company’s new cyber security and privacy policies
and procedures. 

This three-part plan reduces both the company’s
chance of a security breach and the likelihood of 
successful legal action in the event of a breach. The
thoroughness of the risk assessment itself becomes a
legal defense, even if there is a breach. Think of it 
as the “we-did-everything-we-reasonably-could”
defense. 

Penny Wise and Pound Foolish
A surprising number of companies have not had a
regulatory cybersecurity risk assessment. That is
regrettable. The upfront cost in analyzing vulnera-
bilities and preventing security incidents and legal
action, while often not insignificant, can save untold
amounts down the road. A risk assessment is consid-
erably less expensive than a data breach. 

If you would like more information on data privacy
and security, please contact Amy Worley
(Amy.Worley@jacksonlewis.com) or the Jackson
Lewis attorney with whom you regularly work.
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U.S. Citizenship and Immigration Services
announced on April 13 that it had completed

the annual H-1B non-immigration visa lottery
selection, having received approximately 233,000
petitions for fiscal year 2016 (beginning in October
2015), an increase of more than 35 percent from last
year (172,500 petitions). USCIS randomly selected
petitions to meet the general category cap of 65,000
and the advance degree exemption of 20,000. Based
on this year’s numbers, it appears that barely more
than one petition in three was selected.

Alternatives to H-1B
Since the majority of employers who filed under 
the H-1B cap had their cases rejected, employers
must consider alternatives for sponsored employees.
For instance, employees just graduating or with
additional Science, Technology, Engineering and
Mathematics (STEM) on Optional Practical Training
(OPT) time can try again for next year’s H-1B cap
and work this year on their OPT work authoriza-
tions. For F-1 students who will run out of OPT
time this summer and new employees who are not
working in another renewable status, other creative
solutions may be available.

Employers with related foreign entities can assign
the employee to work at the foreign entity for one
year, and then sponsor the employee back to the
U.S. as an L-1 intracompany transferee. This process
is easier if the employee is a manager because the 
L-1B or specialized knowledge category, another

possibility, is highly scrutinized and suffers from 
a disproportionately high denial rate. The L-1B
guidance is under agency review and will be revised
to make this a more attractive option than the 
H-1B for employers with related foreign entities.

If the employee has an extremely well-regarded skill
set, an O-1 visa may be the right choice. O-1 is the
category for workers of “extraordinary ability” and is
reserved for those who have shown extraordinary
ability in the fields of science, education, business,
athletics, or the arts. To qualify, petitioners must
show that they can meet at least three of the follow-
ing criteria:

• Receipt of nationally or internationally recognized
prizes or awards for excellence in the field of
endeavor.

• Membership in associations in the field for which
classification is sought which require outstanding
achievements, as judged by recognized national or
international experts in the field.

• Published material in professional or major trade
publications, newspapers, or other major media
about the beneficiary and the beneficiary’s work 
in the field for which classification is sought.

• Original scientific, scholarly, or business-related
contributions of major significance in the field.

• Authorship of scholarly articles in professional
journals or other major media in the field for
which classification is sought.

• A high salary or other remuneration for services as
evidenced by contracts or other reliable evidence.

• Participation on a panel, or individually, as a
judge of the work of others in the same or in a

H-1B Visa Numbers Up
More Than 35%



field of specialization allied to that field for which
classification is sought.

• Employment in a critical or essential capacity for
organizations and establishments that have a 
distinguished reputation.

Finally, employers can join ongoing lobbying efforts
to change the H-1B cap and process. For example,
high profile technology figures, including Mark

Zuckerberg, have founded FWD.us, a nonprofit
organization that supports comprehensive 
immigration reform and, specifically, more 
investment in scientific innovation.

Please contact Nicola Prall (PrallN@
jacksonlewis.com) if you have any questions 
about the H-1B or other visas.
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Here are five unusual employment laws in North
Carolina waiting to trip the unwary employer:

• Mandatory E-Verify: North Carolina is one of
only seven states that require the use of E-Verify
or a similar system by most private employers.
Employers with at least 25 employees must use 
E-Verify. Individuals whose term of employment
is less than nine months in a calendar year are
exempted from the definition of “employee” 
for this purpose, not counting towards the 
25-employee threshold.

• No forfeiture of  unpaid vacation: If an
employee has not taken all of his or her vacation
at termination, the employee must be paid for
that unused time. To avoid this payment, employ-
ers must give specific written notice that vacation
pay is forfeited at termination.

• Notification for changes in wages: If an
employer in North Carolina wants to change an
employee’s pay, it must inform that employee of
that change in writing at least 24 hours before the
change takes effect.

• Consideration required for restrictive
covenants signed after hire: If an employer
wants to add certain restrictive covenants (such as
a non-compete) after an initial hire, it likely must 
provide consideration or payment to the employee
to ensure the agreement is effective.

• Parental Involvement Leave: North Carolina
law provides parents, guardians, or persons stand-
ing in loco parentis of a school-aged child up to
four hours of leave each year to attend and be
involved in their children’s activities.

If you any questions about these laws, please contact
Amy Worley (Amy.Worley@jacksonlewis.com),
Nicola Prall (PrallN@jacksonlewis.com), or the
Jackson Lewis attorney with whom you regularly
work.

Five Things About North
Carolina Employment Laws

MANAGEMENT EDUCATION OPPORTUNITY
Daily Decisions: Best Practices for 
Managing Your Existing Workforce

The Westin Poinsett Hotel
120 South Main Street

Greenville, SC

Tuesday, May 12
8:00 a.m. – 10:00 a.m.

Join attorneys from our Greenville office for this breakfast seminar (the second in our 
“The Life Cycle of the Employment Relationship” series) focusing on how to best manage 

the day-to-day issues that arise with your current workforce. From employee evaluations and 
discipline to more complex leave and wage and hour issues, this session is designed to 

update and educate even the most seasoned human resource professionals.

Please see www.jacksonlewis.com for more on this and other programs and events.
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Jackson Lewis P.C. represents management 
exclusively in employment, labor, benefits and 
immigration law and related litigation.

The firm has more than 800 attorneys practicing in
major locations throughout the U.S. and Puerto Rico. 

Jackson Lewis represents employers before state 
and federal courts and administrative agencies on 
a wide range of issues, including discrimination,
wrongful discharge, wage/hour, affirmative action,
immigration, and pension and benefits matters.
Jackson Lewis negotiates collective bargaining 
agreements, participates in arbitration proceedings
and represents union-free and unionized employers
before NLRB and other federal and state agencies.
The firm counsels employers in matters involving
workplace health and safety, family and medical
leaves and disabilities.

Ted Kazaglis Heads Raleigh Office
We are pleased to announce that Ted N. Kazaglis
was named Office Managing Shareholder of our
Raleigh office. 

“Since joining our firm nine years ago, Ted has
demonstrated a commitment to the growth of our
North Carolina presence, and earned the trust of 
colleagues and clients alike. We are excited to have
him take the helm and continue to expand our 
footprint throughout the region,” says Firm
Chairman Vincent A. Cino. 

Mr. Kazaglis handles a range of employment law
issues, with a particular focus on the alternative
staffing industries, including professional employer
organizations and temporary staffing companies. 
He assists clients in the staffing industries to define
their relationship with their customers and defends
such clients against legal claims, including those
that involve joint employer issues.

Mr. Kazaglis may be reached at 
Kazaglis@jacksonlewis.com.

Jackson Lewis Expands
Jackson Lewis has opened an office in Salt Lake
City, Utah. Shareholder Conrad “Shawn” Kee,
formerly resident in Jackson Lewis’ Denver, CO, and
Stamford, CT, offices, has relocated to the Salt Lake
City office.  

“Having worked with employers and litigated cases
in Utah for over 20 years, I have witnessed the
tremendous growth in the state and I am honored 
to help plant the Jackson Lewis flag in Utah. I look
forward to growing the office and further solidifying
our position as a leading workplace law firm in the
region,” said Mr. Kee.

Mr. Kee has served as lead counsel defending
employment lawsuits brought by high-level 
executives against their former employers and has
represented employers in affirmative litigation
asserting claims for violations of employment agree-
ments, theft of trade secrets, unfair trade practices
and unfair competition. He also is one of the most
experienced management-side lawyers handling
claims under the Uniformed Services Employment
and Reemployment Rights Act and has handled
dozens of USERRA matters around the country.

Mr. Kee may be reached at
KeeC@jacksonlewis.com.

Successful 4th Annual Symposium
After almost a foot of snow forced a postponement,
the Raleigh office hosted its 4th Annual Labor
and Employment Symposium, “Surveying the
Workplace Law Landscape,” on St. Patrick’s Day,
March 17, at the Brier Creek Country Club. The
half-day interactive event featured special guest
speaker Thomas Walker, U.S. Attorney for the
Eastern District of North Carolina, who spoke to 
a crowd of more than 100 on “Cyber Security,
Corporate Crimes, Culture of Compliance.” 

Other topics discussed were: Gazing at the Crystal
Ball – Courts in 2015 and Beyond, Supreme Court
Review, Taming the Data Privacy and Security
Dragons at Work, Immigration Outlook for 2015:
Executive Actions, H-1B Cap, E-Verify and More!,
Developments in Wage and Hour Law, EEOC vs.
Courts: Pregnant Workers, Transgender Workers,
and Other Grey Areas, and Union Avoidance and
Recent NLRB Decision. 

Please contact our Raleigh office if you have any
questions about these topics.
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